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File Integrity Checking System Based on Message Digest Function
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Abstract: We design and implement the file integrity checking system based on message digest function, using C# lan-
guage in Microsoft Visual Studio 2005 integrated development environment. The system provides file integrity detection
function by calculating the message digest value of CRC32 ,MD5 and SHAL1, so as to provide the evidence of invasion dis-
covery for the system administrator. The experimental evaluations show that the system generates the correct message di-
gest value of CRC32.MDS5 and ‘SHAI in the testing process of multiple files integrity.
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static UInt32 [ 256 ] crc32Table = { 0x00000000,
0x77073096, Oxecle612¢, ---, 0x5a05df1b, 0x2d02ef8d] ;
public static int GetCRC32 (byte[ ] bytes, int offset, int
length)
|
int iCount = length;
UlInt32 crc32 = OxFFFFFFFF;
for (inti = offset; i < iCount; i+ +)
{
cre32 = ((erc32 > > 8) & 0x00FFFFFF) -
cre32Table[ (cre32 -~ bytes{i]) & OxFF];
l
Ulnt32 temp = crc32 - OxFFFFFFFF;
int t = (int)temp;
return (t);
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public static byte[ ] MD5Array(byte[ | input)
{

MD5 _ Init();

Ulnt32[ ] block = MD5 _ Append(input);

UlInt32[ ] bits = MD5 _ Trasform(block) ;

byte[ ] output = new byte[ bits. Length * 4];

for (inti = 0, j = 0; i < bits. Length; i+ +,j +

= 4)

!

outputj ] = (byte)( bits[i] & 0xff);
output{j + 1] = (byte) ((bits[i] > > 8) &

0xff);
output[j + 2] = (byte) ({bits[i] >> 16) &
0xif);
output{j + 3] = (byte) ((bits[i] > > 24) &
0xff) ;

!
return output;
}
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private void ShowFileMD5Cryptolnfor(byte[ ] bytes, int
offset, int length)

{
System. Security. Cryptography. MDS md5 =

new MD5CryptoServiceProvider() ;

byte[ ] mdS5Result = md5. ComputeHash(bytes, off-
set, length);
String md5Ret = “”
for (inti = 0; i < md5Result. Length; i+ +)
mdSRet + = mdSResult [1]. ToString (“X”).
PadLeft(2, ‘0°);
this. thFileInfor. Text + = “MDS5 : 7 + mdSRet +
“Nr\n";
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public static string Compute(Stream stream, long index,

long count)

shal _init();
while ((b = stream. ReadByte()) ! = -1 &&
count— — > 0)
i
block[size + + % 64] = (byte)b;
if (size % 64 == 0)
shal _ transform(block) ;
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private void ShowFileSHA1Cryptolnfor(byte[ } bytes, int
offset, int length)

f
System. Security. Cryptography. SHA1 shal =
new SHA1CryptoServiceProvider() ;
byte[ ] shalResult = shal. ComputeHash ( bytes, off-
set, length);
String shalRet =“";
for (inti = 0; i < shalResult. Length; i+ +)
shalRet + = shalResult [i]. ToString (“X”).
PadLeft(2, ‘0°);
this. thFilelnfor. Text + = “SHAl: ” + shalRet +
“Nr\n”;
f
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